
AN IOT-BASED BANDWIDTH MONITORING AND WI-FI DEAUTHENTICATION ATTACK DETECTION SYSTEM
INTRODUCTION / BACKGROUND
The increasing use of Internet of Things (IoT) devices and wireless networks has led to high demand for network resources and increased security threats. Many organizations, institutions, and homes rely on Wi-Fi networks to connect IoT devices such as sensors, cameras, and smart systems. However, unmanaged bandwidth usage and Wi-Fi attacks, especially deauthentication attacks, negatively affect network performance and reliability. There is a need for a simple, affordable, and real-time system that can monitor bandwidth usage and detect Wi-Fi deauthentication attacks.

PROBLEM STATEMENT 
Many organizations and households rely on IoT devices and wireless networks for daily operations, yet they often experience slow internet speed, frequent disconnections, and unstable network performance. This is mainly caused by unmanaged IoT bandwidth usage and Wi-Fi deauthentication attacks, which are difficult to detect using traditional methods. Existing network monitoring and security tools are expensive, complex, and unsuitable for small-scale environments, and they do not provide real-time visibility into bandwidth consumption or wireless attacks. As a result, network administrators fail to identify bandwidth misuse and deauthentication attacks early, leading to network congestion, service disruption, and increased security risk

OBJECTIVES
Main Objective
i. To design and implement an IoT-based system.
Specific Objectives
i. To gather and analyze bandwidth usage data from connected IoT and Wi-Fi devices
ii. To develop a Wi-Fi deauthentication attack detection mechanism
iii. To implement a real-time monitoring and alert system with a user-friendly interface

SCOPE
The system will focus on monitoring bandwidth usage and detecting Wi-Fi deauthentication attacks within a local wireless network. It will be designed for small organizations, educational institutions, and home networks. The project will not cover advanced enterprise-level intrusion prevention systems.

SIGNIFICANCE
The system will improve network performance, enhance Wi-Fi security, and help administrators quickly detect and respond to abnormal network activities.

METHODOLOGY
Hardware Requirements
i. Microcontroller or single-board computer (e.g., Raspberry Pi or ESP32)
ii. Wi-Fi module
iii. Access Point
iv. Computer or smartphone for monitoring dashboard
Software Requirements
i. Programming language (C programming language)
ii. Packet sniffing and network monitoring tools
iii. Database system (MySQL)
iv. Web-based dashboard or mobile application
v. Operating system (Linux-based for Raspberry Pi)

EXPECTED OUTPUT
i. A functional IoT-based system that monitors real-time bandwidth usage
ii. A Wi-Fi deauthentication attack detection module
iii. Real-time alerts and visual reports on network usage and security status

