1. Introduction Summary
The introduction explains that as the internet and web systems grow, web applications have become essential for business, communication, and data exchange. However, this growth also brings many security weak points that attackers can exploit. Securing web applications is important to protect data, privacy, and system reliability. The paper reviews common web vulnerabilities using the OWASP Top 10 list and then uses an educational platform called Gruyere to study these security issues. By analyzing these weaknesses and showing how attacks happen, the authors aim to help developers understand and fix real-world security problems.
2. Problem Statement
Web applications continue to have many security vulnerabilities that attackers can exploit to compromise data and systems. Despite existing guidelines like OWASP, developers often do not fully understand how vulnerabilities work or how they are exploited. There is a need for practical mechanisms to analyze and explain vulnerabilities so that developers and security practitioners can better defend systems.
3. Objectives
1. To review the common types of web application vulnerabilities based on the OWASP Top 10.
2. To use the Gruyere platform as an example to analyze these vulnerabilities in detail.
3. To demonstrate how vulnerabilities are exploited, and propose remediation strategies to fix them.
4. To compare the vulnerabilities found with real-world examples to show their relevance to modern systems.
4. Research Gap
While many previous studies explain vulnerabilities theoretically or list them, there is a shortage of practical, educational case studies that show step-by-step how vulnerabilities are actually exploited and fixed. The authors point out that using a teaching platform like Gruyere helps researchers and developers see real examples in action, which deepens understanding. This practical gap — explaining vulnerabilities with hands-on analysis and strategies — is what this paper aims to address.

