LITERATURE REVIEW: CYBERSECURITY CHALLENGES IN WEB-BASED INFORMATION SYSTEMS.
Web-based information systems are widely used today for services such as online banking, education platforms, and business websites. Because of this wide usage, security has become a major concern.
Howard and Longstaff (1998) studied early computer security problems and explained different types of cyber attacks that affect networked systems. Their study showed that many systems were vulnerable due to weak access control and poor system management. This research helped create awareness of the need for better security in online systems.
Later, OWASP (2013) identified the most common security problems in web applications. Their report showed that issues like SQL injection and cross-site scripting are mainly caused by poor programming practices. The study emphasized that developers need to consider security during system development, not after deployment.
Behl and Behl (2017) focused on security risks in modern web-based systems and found that data breaches often happen because of weak security policies and poor encryption methods. The study suggested that organizations should train developers and users to reduce security risks.
More recently, Alasmary et al. (2020) examined new and advanced cyber threats affecting web systems. Their research showed that attackers are becoming more skilled, especially in cloud-based systems. The authors recommended using continuous monitoring and updated security tools to protect systems.
From these studies, it is clear that cybersecurity challenges in web-based systems have increased over time. While security techniques have improved, many systems are still vulnerable due to poor implementation and lack of awareness. This shows the need for stronger security practices in web-based information systems.



